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=CEO & Security Researcher at
BRK Security

=Featured Researcher, BuildItSecure.ly

=Member of I am the Cavalry

= Previously worked at Belkin, Linksys, Rapid7, MySpace
=20+ years of experience in QA, Security, Dev, and IT
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5 Don’t Use Linksys Routers

Back in 2012 I gave a talk at a conference titled Blended Threats and JavaScript. 1
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= The N900 and N300 can be trivially taken over by any adversary on the LAN or WLAN.

= The N900 and N300 can be taken over by a remote adversary through CSRF attack.

G Ot S h e I I O n = |f remote management is enabled (not the default), the N900 and N300 can be trivially taken

over by a remote adversary.

router!!! Description

The Belkin N900 (FOK1104v1) and N300 (F7D7301v1) routers are susceptible to authentication bypass
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Jun 2 2006 nnt attacks. Any user with access to the web interface can execute administrative commands without
':““ " ”,‘?;1:::’ dev : providing a username or password. If remote management is enabled, this includes all users on the
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Jan 2000 tmp WAN. Administrators who have enabled remote management should disable it immediately.
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Even if remote management is not enabled, the Belkin N900 and N300 routers are susceptible to

Remote Zero-Day Exploit In Linksys
WRT54G Routers These



Security Flaws in Universal Plug and Play: Unplug, Don't Play

I ,u':, Posted by HD Moore in Information Security on Jan 29, 2013 1:05:19 AM

This morning we released a whitepaper entitled = Security Flaws in Universal Plug and Play. This paper is the result
of a research project spanning the second half of 2012 that measured the global exposure of UPnP-enabled network
devices. The results were shocking to the say the least. Over 80 million unique IPs were identified that responded to
UPNP discovery requests from the internet. Somewhere between 40 and 50 million IPs are vulnerable to at least one

of public IPv4 addre
discovery requests fi

2.2%

of three attacks outlined in this paper. The two most commonly used UPnP software libraries both contained
remotely exploitable vulnerabilities. In the case of the Portable UPnP SDK, over 23 million IPs are vulnerable to
remote code execution through a single UDP packet. All told, we were able to identify over 6,900 product versions

8 1 million unique IP ad

discovery requests,
allocated to Canada.

that were vulnerable through UPnP. This list encompasses over 1,500 vendors and only took into account devices
that exposed the UPnP SOAP service to the internet, a serious vulnerability in of itself.
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The Belkin WeMo is a small, WiFi connected outlet controlled by a mobile device that adds
Internet control to a desk lamp, coffee maker, or, if you're feeling daring, your home server.
It's an interesting device, but of course there are a few security implications of having your

electric kettle connected to the Internet. [Daniel] and

4. Linksys EA2700 Password Change Insufficient Authentication and
CSRF Vulnerability

On a Linksys EA2700 router, anybody on the same network can change the routers password and enable remote
management. This would allow them to access your network from the Internet. It's also possible for a remote attacker
on the Internet to design a malicious website that would exploit the same vulnerabilities without actually being on your
home network. Now thats what I call a CSRF attack!

Simply send a POST request to apply.cgi page. This simple POST request will turn on remote management and change
the admin password to "password":

POST /apply.cgi HTTP/1.1

Host: 192.168.1.1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.7; rv:13.0) Gecko/20100101 Firefox/13.0.1
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;g=0.8

Accept-Language: en-us,en;g=0.5

Accept-Encoding: gzip, deflate

Proxy-Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 370

submit_button=Management&change_action=&action=Apply&PasswdModify=1
&http_enable=1&https_enable=0&ctm404_enable=&remote_mgt_https=0
&wait_ time=4shttp_passwd=password&http_ passwdConfirm=password

& http enable=l&web wl_filter=0

&remote_management=1& remote_mgt_https=lsremote_ip any=1

&http _wanport=8080&nf_alg sip=0&ctf_ enable=1l&upnp enable=1
&upnp_config=l&upnp_ internet dis=0

This is just STUPID. I don't know whether to laugh or cry at this because it's essentially the same as putting an
unpatched Windows machine directly on the Internet. This is just so sad that I really don't know what else to say about
this. *mindblown.gif*

5. Linksys EA2700 Source Code Disclosure Vulnerability

Feel like hacking the EA2700, but only have a keyboard with one character on it? If that character is a "/" then you are in
luck. Add a "/" to any URL while browsing through the administrative panel, and you will be presented the raw source
code of the page. No, I'm not talking the HTML source code, but the actual web application level source code that is
used to convert the page to HTML. I wonder how many more vulns you can find by going through the source code of
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Why No Budget?

=No PCI, PII, or compliance needs
=Low margin devices
=Compressed schedules
=Competing with dozens of startup projects
=Companies don’t understand the need

=Practiced security by obscurity
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HeIRWorld”)

>>> print (“
Hello World

Hello World







What are you protecting?

Home Automation  Entertainment «Wearables




This 1s my wife, not a lightbulb
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Samples

heck Versions of Apps & Libraries

Oracle Java Statistics
Source: browserscan.rapid7.com
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Threat Model Everything

Devices Monitoring APl and Apps
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Pentester vs Bug Bounty?

Pentester




Policies & Controls

= Access controls
= Hardware requirements

=Segmentation of services, accounts, load balancers
=Source code access, firmware images

=Protect supply chain code from ODM and vendors
via mandatory external security audits




Securing the SDLC o

Attack

- Implement Security Development Anaiysi
Lifecycle

- Creating policies and procedures v Py
on how to secure code White/Black

Box Testing (

- Training developers on secure
coding techniques

- Training developers and QA on
threat modeling

-Implementing SAST and DAST code
scanning via automation

Peer Code
Review

Automated
Testing
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| MICROSOFT
Secure by Secure by Secure in SD3+C

Design Default Deployment
Plus

Communication




Why protect our supply chain?

= [VIanufacturer Code

e Firmware

mmm Board Support Package

* Bootloader + Drivers + Support Software

S (}ihset SDK




Monitor & Enforce

- Lots of tools

- Only as good as the integration
- Require lots of staff
- DOES NOT prevent attacks, just reduces

- Appliances not allowed at virtual hosting (like AW®S)
- Instead start small




Measure

Assess Set Policies and Controls

* Discover servers and data S + Set policies automatically
* Test configuration * Adapt to usage changes
* Evaluate inherent risks . + Support granular policies and

* Assess how and by who data A controls
and applications are used ‘
THE

APPLICATION
DATA SECURITY T’ \
LIFECYCLE } ;

Measure | Monitor and Enforce

* Built in & custom reports * Ensure separation of duties
* Roll-up & drill down of data £ EMMM‘U
- Security event analysis . Cnptmli‘ details

» Compliance workflow « Alert and block in real-time




Case Study: Belkin & Linksys

Before L

T ————

- Limited monitoring systems and controls in place
- Encountered hidden ODM vulns

- Legacy products caused heavy load with vulns — The
Moon Malware, UPnP, OpenSSH

- Lot of unpatched systems
- Could not scale to handle all products

- Security processes relied on limited tools, resources
and automation




Case Study: Belkin & Linksys

After

- Incident response

- Monitoring tools for servers

- Reverse engineered ODM code

- Mandated ODM code security audits
- Patched out of warranty products

- Deployed password management
- Maintained list of library versions, all products




echo “GET /JHNAP1/ HTTP/1.1\r\nHost: test\r\n\r\n” | nc rourterip 8080

Case Study: Belkin & Linksys

The Massive Vuln - “The Moon Malware”

- URL encoded injection attack

- Self-replicating malware

- Malware targeted 9 skus, 1,000,000 devices

- We reverse engineered the malware along with SANS
 Actually affected 31 skus, 15,000,000 devices

- 2 of 31 skus were still supported

- All 31 skus were patched

- 100+ pages per sku

- 7 months to fix all skus @




Case Study: Wink

Before

. Some pentesting from outside resources
- Wink Hub rooted 1 month after shipping

- Developers were interested and willing to implement
security

- Company bought in

L




Case Study: Wink

After

Threat Models built by all devs
Code reviews before launch

Ongoing audits

Bug bounty program

Securilty contact site and email

Vulns patched within hours on occasions

L




Case Study: Wink bugcrowd

Bug Bounty

- 1 full-time security staff (me)
- ] product

- 26 well-known researchers

- 2-weeks

- 14 unique submissions

- Total cost: $10k bounty + $4k fee + $1300 (26
devices) = $15,300

- Result: significantly more secure device




Case Study: Wink

The Massive Vuln — Delete All Hubs

- Found by @anshuman_bh
- Part of bug bounty program

- Could delete ALL Wink Hubs from all user accounts

- User was authenticated

- Hub was authenticated

- User belonging to that hub WAS NOT authenticated

- Patched in Prod in 1 HOUR

- @dakshxss found account takeover, also patched in 1 HOUR @



Communication

=Open and transparent with consumers
=Security @ Wink web site

=Fasy submission process

=Keep partners informed of security progress
=Help manufactures improve security



mailto:security@wink.com

Proactive Identification

=Early architecture and design review
=Internal & external penetration testing

Implementing SDL

=Bug bounty & incident response
FREE products for researchers

= Automated security checks

= Audit vendors & supply chain

=Ongoing security research




Innovation MM(E l!

-Security should be simplified while 8 .
improving usability ;

=We need industry standard pairing
models that are more secure

=The router is NOT your security model.

= Assume networks WILL be compromised and find
ways to protect anyway




Conclusion

=No excuses

= Work with what you have

=Set the expectations appropriately

=Show management what you saved by catching early
=Teach Threat Models, secure code, security testing
*Leverage external researchers

=Leverage other internal resources

=Thank them. DO NOT threaten them.
=Be honest and transparent




Thanks

=Thank you for attending

=Contact or @DoYouQA
for additional information on IoT & Security

»Questions?
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