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CEO & Security Researcher at 
BRK Security

Featured Researcher, BuildItSecure.ly

Member of I am the Cavalry

Previously worked at Belkin, Linksys, Rapid7, MySpace

20+ years of experience in QA, Security, Dev, and IT
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And These



Application 
Security

Product 
Security

Incident 
Response



No PCI, PII, or compliance needs

Low margin devices

Compressed schedules

Competing with dozens of startup projects

Companies don’t understand the need

Practiced security by obscurity



Offense Defense









BankingInsurance

Home Automation
WearablesEntertainment



Placed on neurostimulator to charge (external)





Check Versions of Apps & Libraries





Pentester Bug bounty



Access controls

Hardware requirements

Segmentation of services, accounts, load balancers

Source code access, firmware images

Protect supply chain code from ODM and vendors 
via mandatory external security audits



• Implement Security Development 
Lifecycle

•Creating policies and procedures 
on how to secure code

•Training developers on secure 
coding techniques

•Training developers and QA on 
threat modeling

• Implementing SAST and DAST code 
scanning via automation



Plus 

Communication

Secure by 
Design

Secure architecture 
and code

Threat analysis

Vulnerability 
reduction

Secure by 
Default

Attack surface area 
reduced

Unused features 
turned off by default

Minimum privileges 
used

Secure in 
Deployment

Protection: 
Detection, defense, 

recovery, and 
management

Process: How to 
guides, architecture 

guides

People: Training 



• Firmware 

Manufacturer Code

• Bootloader + Drivers + Support Software

Board Support Package

Chipset SDK



•Lots of tools 

•Only as good as the integration

•Require lots of staff

•DOES NOT prevent attacks, just reduces

•Appliances not allowed at virtual hosting (like AWS)

• Instead start small





• Limited monitoring systems and controls in place 

• Encountered hidden ODM vulns

• Legacy products caused heavy load with vulns – The 
Moon Malware, UPnP, OpenSSH

• Lot of unpatched systems

• Could not scale to handle all products

• Security processes relied on limited tools, resources 
and automation

Before



• Incident response

• Monitoring tools for servers 

• Reverse engineered ODM code

• Mandated ODM code security audits

• Patched out of warranty products

• Deployed password management

• Maintained list of library versions, all products

After



• URL encoded injection attack

• Self-replicating malware

• Malware targeted 9 skus, 1,000,000 devices

• We reverse engineered the malware along with SANS

• Actually affected 31 skus, 15,000,000 devices

• 2 of 31 skus were still supported

• All 31 skus were patched

• 100+ pages per sku

• 7 months to fix all skus

The Massive Vuln – “The Moon Malware”

echo “GET /HNAP1/ HTTP/1.1\r\nHost: test\r\n\r\n” | nc rourterip 8080



• Some pentesting from outside resources

• Wink Hub rooted 1 month after shipping

• Developers were interested and willing to implement 
security

• Company bought in

Before



• Threat Models built by all devs

• Code reviews before launch

• Ongoing audits

• Bug bounty program

• Security contact site and email

• Vulns patched within hours on occasions

After



• 1 full-time security staff (me)

• 1 product

• 26 well-known researchers

• 2-weeks

• 14 unique submissions

• Total cost: $10k bounty + $4k fee + $1300 (26 
devices) = $15,300 

• Result: significantly more secure device

Bug Bounty



• Found by @anshuman_bh

• Part of bug bounty program

• Could delete ALL Wink Hubs from all user accounts

• User was authenticated

• Hub was authenticated

• User belonging to that hub WAS NOT authenticated

• Patched in Prod in 1 HOUR

• @dakshxss found account takeover, also patched in 1 HOUR

The Massive Vuln – Delete All Hubs



Open and transparent with consumers

Security @ Wink web site

Easy submission process security@wink.com

Keep partners informed of security progress

Help manufactures improve security

mailto:security@wink.com


Early architecture and design review

Internal & external penetration testing

Implementing SDL

Bug bounty & incident response

FREE products for researchers

Automated security checks

Audit vendors & supply chain

Ongoing security research



Security should be simplified while             
improving usability

We need industry standard pairing                   
models that are more secure

The router is NOT your security model.

Assume networks WILL be compromised and find 
ways to protect anyway



No excuses

Work with what you have

Set the expectations appropriately 

Show management what you saved by catching early

Teach Threat Models, secure code, security testing

Leverage external researchers

Leverage other internal resources

Thank them. DO NOT threaten them.

Be honest and transparent



Thank you for attending

Contact brian@brksecurity.com or @DoYouQA 
for additional information on IoT & Security

Questions?
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